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AnroputM gericteui onepatopa NIH no co3ganuto cuctemsl 3awmtel UCTOH

B paHHOM cTaTtbe paccmarpuBa-
eTcq anropuyt™M [LencTBuMn one-
paTopa MepcoHasnbHbIX AaHHbIX
Mo CO3[aHVI0 CUCTEMbI 3aLLUThI
MH(POPMALIMOHHOM CUCTEMBI Mep-
coHanbHbiX  AaHHbix  (UCMAOR).
OaHHbIi  anropyt™m  ABRSETCA
aBTOPCKMM BUOEHbLEM U MOHUMA-
HVEM [EeNCTBYIOLMX HOpMaTuB-
HbIX [OKYMEHTOB W MOXET MNpu-

MEHSATBLCA Kak MpW CO3[AaHWK, Tak U Npu MOAEPHWU3aLMM
cuctembl 3awmntbl UCTNOH. B ctaThe He paccmaTpuBaeTcs
npouecc co3nanuns camon NCIOH v Takne 6a30Bble opra-
HW3aLMOHHbIE MEepbI, Kak 3arnofiHeHWe 1 OTNpaBKa yBegoM-
neHus 06 obpabdoTke MNOH, paspaboTka 1 NPUHATUE opra-
HM3aLMOHHbIX AOKYMEHTOB, yKa3aHHbIX B TPEOOBaHUAX K
3awmrte TOH, NpuHATLIX nocTtaHoBneHvem [lpaBuTens-
ctBa P® ot 1 Hoabpsa 2012 r. Ne 1119 (ganee no Tekcty
—T1N-1119), n gpyrne, BbINOAHEHNE KOTOPbIX TAKXE HEOO-
XOAMMO Npu 06paboTke NepCoHanbHbIX AaHHbIX (MOH).

LLlar 1. PaspaboTka 4yacTHOM Mofenu yrpos

3awuTta NCMNOH HauymMHaeTca ¢ cocTaBfieHUss YaCTHOM
Mogenu yrpo3 — opmMasin3oBaHHOrO MePeYHsi BO3-
MOXHbIX yrpo3 MNOH 1 OLEeHKN UX aKTyanbHOCTH, C y4ye-
TOM MCXO[HOr0 COCTOsIHUS 3alumileHHocTu. OcHoBa-
HMEeM Ons COCTaBNEHWUA YaCTHOW MOLENU Yyrpo3 MOryT
SBNATLCA crepyolime [OKYMeHTbl: «basoBas mopenb
yrpo3 6e30MacHOCTM MepCcoHasbHbIX OaHHbIX MPU KX
06paboTke B MHGOPMAUMOHHBLIX CUCTEMax MNepco-
HanbHbIX AaHHbIX (BbiNucka)», yTBepxaeHHas PCTIK
Poccun 15 dhespana 2008 r., u «MeTtoguka onpege-
NeHnsa akTyanbHbIX yrpo3 6e30MacHOCTU MNepcoHanb-
HbIX [AHHbIX NpU nx 06paboTke B MHEHOPMALMOHHbLIX
cucTeMax MepcoHasibHbIX OaHHbIX», YTBEPXAEHHAs
OCTIK Poccun 14 chespans 2008 r.

AKTyanbHOCTb Yrpo3 onpenensercs CyObeKTUBHO, HO
JOSKHA y4uTbiBaTb OMACHOCTb HECAHKLMOHUPOBAHHOIO,
B TOM 4uMCne cny4amHoro, goctyna K N[H, pesynstatom
KOTOPOro MOryT CTaTb YHUYTOXEHUE, N3MEHEHNE, BNTOKN-
poBaHue, KOMMpoBaHWe, NpefocTasneHve, pacnpocTpa-
HeHVe MepcoHarnbHbIX AAHHbIX, @ TaKXe MHble Henpaso-
MepHble OeiCTBUS.

B wacTtHOM mopenu yrpo3 o6a3atefnibHO OOMKHbI ObITb
OTpaXKeHbl Yrpo3bl, CBfi3aHHblE C HaNM4YMEM HeOoKYy-
MEHTMPOBAaHHbIX (HEeAEKNapupPOBaHHbIX) BO3MOXHOCTEWN
(HOB) B cncTeMHOM M MPUKNIAAHOM NPOrPaMMHOM 06e-
creyeHunun, OT BbIbopa akTyanbHOCTN faHHbIX Yrpo3 3aBu-
cuT ganbHenwas pa6ota no 3awmte NCMOH.

Lllar 2. OueHka Bpepa v onpepeneHne Tuna yrpos

B cootBetctBMM ¢ MM-1119 ycTaHaBnuBaeTcs 4eTbipe
ypoBHs 3awmiieHHoctu (Y3) MNOH, onepartop onpegenset
V3 obpabarbiBaembix MNMOH HA OCHOBaHWMM TUNa akTyanb-
HbIX yrpos, kateropumn, obbema un Tuna obpabdaTbiBae-
Mbix MOH. Ona Hadana Heo6xooumMo onpenenutb Tum
aKTyasibHbIX Yrpo3.

B TM-1119 ycraHaBnuBalTCA TpU TuNa akTyanbHbIX
yrpos:

e 1-1 — B cfy4ae aKTyalbHOCTU Yrpo3, CBA3aHHbIX
C Hammumem HOB B cuctemMHOM nNporpaMMHOM
obecnevyeHunu;

* 2-1 — B Cnyyae akTyasllbHOCTU Yrpo3, CBS3aHHbIX
¢ Hanuyvem HOB B npuknagHoM MporpamMmmMHOM
obecne4yeHunm;

e 3-1— B cny4ae, ecnm yrpo3abl, CBA3aHHbIE C HANM4YMeM
HOB, He akTyanbHbI.

Tuvn akTyanbHbIX Yrpo3 onpegenserca B COOTBETCTBUM
C COCTaBJIEHHOM 4acTHOW Mogenbko yrpod. [onosiHu-
TenbHo MM-1119 npegnucbiBaeT onpeaenuTb TUM yrpo3
6e30MacHOCTM NMepcoHasibHbIX AaHHbIX C YY4ETOM OLIEHKM
BO3MOXHOIo Bpefa, ccbllafacb Ha NyHKT 5 yactu 1 cta-
TeK 18.1 ®epepanbHoOro 3akoHa ot 27.07.2006 N 152-
D3 «O nepcoHasbHbIX OaHHbIX» (fanee nNo TEKCTy —
®3-152), ogHako roToBo METOAUKM MO OLIEHKE AaHHOro
napameTpa He CyLlecTByerT.

¢ npegnararo NCNonb30BaTh CYOLEKTMBHYO OLIEHKY: One-
paTtop CamMOCTOSITENIbHO OLEHMBAET BO3MOXHbINA Bpen
cybbektam MOH B cnyyae BbiGOpa KOHKPETHOro Tuna
yrpo3 (Ha OCHOBaHUW 4YacTHOW Mofenwu yrpoa). Mpu aTom
onpenensieTcsa TMn Bpega u ero pasmep. B cootBeTcTBUM
c4acTtbto 1 ctatbm 1064 rnaBbl 59 MpaXkaaHCKOro kogekca
P®, Bpen mMoxeT 6biTb MaTtepuasibHbIM M IMYHOCTHbLIM
(T.e. MopanbHbIM). OueHKa MaTepmanbHOro Bpeda gena-
€TCA C MOMOLLbID MPUMEPHOrO pacyHeTa BO3MOXHbIX
MaTepuasnbHbIX NOTepb CyOGbEKTa B Cryyae HapyLueHus
KOH(pmaeHumanbHocTn ero MOH. MopanbHbiIi Bpen B
cootBeTcTBMM co cTtatbern 1101 rnaebl 59 [paxpaH-
CKOro kogekca P® KoMneHcnpyeTcs Takke B OEHEXHON
opme. [ns onpeneneHns BO3MOXHOMO yLiepba MOXHO
NPOBECTM aHanu3 CyaebHON NPakTUKN MO rpaxXaaHCKUM
nckam O NPUCY>XAEHWW BbIMnaTt 3a HapyLLeHWe nopsaka
06paboTku MNOH, BCnegcTemMe KOTOPbIX NPOM30LLIO Hapy-
weHne KoHdmaeHumanbHoct MAOH. 1o MOMM AaHHbIM,
cpegHvii pasmep MopanbHOM KOMMeHcauun 3a HapyLue-
HWe KoHdmaeHumnansHocT TNLOH cocTaBnaeT nopsigka
3000 py6nen, cynebHble pelueHns no noaTBepXOEeHUIo
MaTepuasibHOro Bpefa MHe He U3BECTHBbI.

PesynbraThl 0hOpMAsAOTCA B BUAE aKTa OLeHKU BpeAaa,
KOTOPbIA MOXET 6bITb NPUYNHEH cy6bekTam MOH.
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LLiar 3. OnpepneneHune ypoBHSA 3awimueHHocTuy MNOH

Ha BTOpOM Luare 6b11 yCTaHOBIEH TUM aKTyarbHbIX Yrpos,
Tenepb HEO6XOOMMO Ha OCHOBaHWMM 3TOW UHpopMaumm
onpefenuTb YpoBeHb 3alluLLieHHOCTU. B nyHkTax 9-12

Tpe6oBaHuit K 3awwmrte [MH, yrBepxaeHHbix MM-1119,
np1BOAATCA ycnosus Beibopa Y3.

Tun aKTyanbHbIX yrpo3

Tun UCNAH KaTteropwus KonunyectBO
Cy6beKTOB Cy6beKTOB
> 100 000
He coTpygHvkm
ncrgn-c < 100 000
CoTpyaHWKM Jlio6oe
NCron-b Jobas Jlro6o0e
> 100 000
He coTpyaHvku
ncnan-m < 100 000
CoTpyaHvKM Jlio6oe
> 100 000
He coTpygHvkm
ncrgH-o <100 000
CoTpyaHvKM Jo6oe

Mog tunom WCIMAH nogpasymeBaetca Tun obpaba-
TbiBaembix B VICIMOH nepcoHanbHbIX OaHHbIX B COOT-
BETCTBUM C MNyHKTOM 5 TpebosaHun K 3awmrte [10H,
yTBepXaeHHbIx MrM-1119:

NCMAx-C — cneuvaneHble kateropuu MNOH — OaHHble,
KacarLlmecs pacoBOW, HaUMOHANbLHOW MNPUHAOMEXHO-
CTU1, NONMUTUYECKUX B3MMSLOB, PENUIMO3HbIX UK OUIO-
COPCKMX YOEXOAEHWIA, COCTOSIHUA 300POBbS, MHTUMHOM
XN3HU cyobekToB MNAOH;

*  WNCMNAOH-B — 6uometpunyeckune MNOH, 6€3 OaHHbIX, OT-
Hocsawmxes K UCIMNOR-C, — cBegeHns, KOTopble Xxapak-
TEpPU3yYIT Pr3nonorndeckme n rnonornyeckme oco-
6EHHOCTM YeNloBeka, Ha OCHOBAHMMN KOTOPbIX MOXHO
YCT@HOBUTb €ro JIMYHOCTb M KOTOPbIE UCMOSb3YIOTCSH
onepaTopoM AJ1s1 YCTAHOBJIEHUSI JIMHHOCTU CyObeKTa
nepcoHanbHbIX AaHHbIX;

e UCNAOKR-O — o6LwenocTtynHble MNOH B COOTBETCTBMM CO
cTaTben 8 ®3-152;

e  WCMNAOH-U — Bce ocTanbHble MCMOH.

y3-1 y3-2
L y3-2 y3-3

y3-3

y3-2 y3-4
y3-2

y3-3

OtpenbHbiM  cTOn6UOM B Tabnuue ykasaHa KaTero-
pua cybbekTos: ecnn B NCIMOH obpabatbisatotcs MOH
TONbKO COTPYOHWKOB Onepartopa, criegyeTr CMOTPEeTb Ha
cTpoky «CoTtpyaHukm», ecnun B VICTOH ectb MNAH apyrmx
Cy6BbEKTOB — «He coTpyaHUKM».

PesynbraT BbIGOpa YPOBHS 3aLUULLIEHHOCTM C YyKasa-
Hvuem Tuna WCTIOH, kateropum n KonmyecTBa CyOb-
ektoB [MOH pomxeH ObITb OOpMNEH B BuAE akKTa
onpepeneHns ypoBHA 3awmwieHHoctn TOH npu
ux o6pa6otke B UCMAOH.
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LLlar 4. BoibpaeM Mepbl No 3awwuTe

Mocne onpepeneHns ypoBHsa 3awmieHHocTv MOH nepe-
XOOUM K COCTaBfIEHUIO MOAENV 3aluTbl — Bbi6Opa Mep,
3aKpbIBaOLLMX aKTyaslbHble yrpo3bl 6e3onacHocTu. B kave-
CTBE OCHOBbI A1 BbI6opa Mep HEO6XOAUMO 1CNOMb30BaTh
NMPUIOXKEHNE K COCTaBY U COAEPXKaHMIO OpraHM3aLMOHHbIX
N TeXHUYECKNX Mep no obecneyeHuio 6esonacHoctn MOH
npn nx obpabotke B NCIOH, yTBEPXAEHHOE MPUKa30M
OCTIK Poccum ot 18 dhepansa 2013 r. Ne 21 (nanee no
Tekcty — M1-21). Mogenb 3awuTbl, B COOTBETCTBUM C MyH-
kToM 9 1-21, cocTaBnseTcs No cneayoLLemy anroputMmy:

1) onpepensieTca 6a30BbI HA6OP MEP, & MMEHHO COCTaB-
NAeTCs nepeyeHb TeX Mep, KOTopble OTMeYeHbI Nitca-
MW AN1a cooTBeTCTBYoWero Y3 B npunoxeHun K M-21;

2) apanTtauusa 6a3oBoro Habopa mep. Ha atom atane na
6a30B0Oro Habopa Mep UCKOHaKTCA Te, KOTOpble He
akTyanbHbl 13-3a 0CoO6eHHOCTEN KoHKpeTHoM NICT1OH
(HanpuMep, ucknNYarTCcs Mepbl MO 3awmuTe BUPTYa-
nm3aumn, ecnv BUpTyanuaawuunsi He UCMoNb3yeTcs);

3) yTO4YHeHMe afanTupoBaHHOro 6a30Boro Habopa mep. Ha
3TOM 3Tane Jo6aBnATCA paHee He BbibpaHHbIe Mepbl,
€CNN B COOTBETCTBUM C HaCTHOM MOZENbIO Yrpo3 Kakune-
NGO U3 aKTyanbHbIX Yrpo3 OCTaNIMCh HE3AKPbITLIMY;

4) pob6aBneHue yTO4YHEHHOro aganTMpoBaHHOro 6a30Bo-
ro Habopa Mep B COOTBETCTBMM C UHLIMW HOPMATMB-
HbIMW OOKYMEHTaMW. Ha faHHbIi MOMEHT 3TOT aTan
He aKTyasieH, CKOpee BCEro, OH CTaHeT akTyallbHbIM
nocne BbIXofa HopMaTMBHbIX foKyMeHToB PCB.

CTouT OTMETUTb, YTO WCKIIIOYUTL Kakue-nnoéo 6as3oBble
Mepbl MO MPUYMHE HeaKTyasrlbHOCTU Yrpo3bl, Ha 3aKpbITUe
KOTOPOW HanpasfieHa 3Tn Mepa, Henb3s. [o3aTomy Ha fAaH-
HOM 3Tane peKoMeHAyeTCs eLLle pa3 NnepecMoTpeTb akTy-
anbHOCTb Yrpo3, CHOPMYNMPOBAHHYIO B YHACTHON MOZENn
yrpos, B NPOTUBHOM Cflyyae, y Perynsitopos MoryT BO3-
HWKHYTb COMHEHMWS B MPaBWbHOCTM NX BbiGopa.

B cnyyae 3atpygHeHW B TEXHWYECKOW peanu3aumm
Kakon-nnbo U3 Mep UM € y4eTOM SKOHOMUYECKOM Helle-
necoo6pa3HOCTUN BbINONHEHUSI AaHHbIX Mep B MOSIHOM
06beEME, MOXHO BOCMONb30BaTbCA NyHKTOM 10 [1-21 n
BHECTW COOTBETCTBYIOLLNE KOPPEKTUPOBKM:

«[lpy HEBO3MOXHOCTU TEXHUHYECKOV peanu3aymm
OTAEJIbHbIX BbIOPaHHbIX MEP M0 06ECHEYEeHU0 6e3-
0IMacHOCTH MEePCOHaIbHbIX AaHHbIX, @ TakXxe C y4e-
TOM 3KOHOMUWYECKOV Ljesiecoobpa3HocTy Ha atanax
agantaymy 6a3oBoro Habopa mep v (Mau) yToqHe-
HUS aganTupoBaHHOro 6a3oBoro Habopa Mep MoryT
paspabartbiBaTbCsi MHbIE (KOMMEHCUPYIOLUME) MEPbI,
HarpaB/ieHHbIE Ha HeuTpanu3aunio  axkTyalslbHbIX
Yrpo3 6e30nacHoCTV MepPCOHasIbHbIX AaHHbIX>.

WTOroBbI [OKYMEHT C MnepedyHeM mMep odopmans-
eTcs B BWAe MOAEenu 3aliuTbl WM MHOMo OOKyMeHTa
C COCTaBOM W cofepXaHmem Mep Mo obecneyeHuo
6e3onacHocTn MNMOH.

LLlar 5. Peanusauusa BbibpaHHbIX Mep: BbibupaeM 1 BHeapsaeM cpeacTea

3alUThI

MocnepHVM Lwarom Mo CO3[aHVMI0 CUCTEMbI 3aLLyThbl
NCIMOH sBnaeTca peanu3daums BbIGPaHHbIX Ha Npeabiay-
Lem aTane Mep no 3awmte. Mepbl No 3aLymTe MoryT 6bITb
peann3oBaHbl C MOMOLLbIO OPraHM3aLMOHHbIX MEPONPUs-
TWUIA N, B COOTBETCTBMM C NyHKTOM 4 [1-21, nocpencteom
NPUMEHEHN B WHGOPMALMOHHOW CUCTEME CpefcTB
3alWmnTbl MHGOPMaLUMK, MPOLUEALLNX B YCTAHOBMEHHOM
nopsiike npouenypy OLEHKWM COOTBETCTBUSA (Hampumep,
ceptucmympoBaHHble B0 ®CTOK Poccun). Henocpen-

3aKknwyeHune

CTBEHHbI BbIGOP CPEACTB 3aLUMThl AMA 3aKPbITUS Tex
WU UHBIX MEp — AOCTaTO4HO 60SIbLLAs Tema, KOTOpYH He
packpoeLLlb B paMKax OfHOM CTaTbM.

Perynatopbl npsmMo He o6asbiBatoT onepatopa [M0OH
ohopMNATE MeToAbl peanu3auuy Mep no 3awyute AoKy-
MEHTasIbHO, HO S PEKOMEHAYI0 COCTaBWTL OMMCaHUE BCEX
NPUMEHSEMbIX CPEACTB 3alUUTbl M OPraHU3aLMOHHBbIX
Mep C COMOCTaBEHMEM X MOLENN 3aLLUTbI.

CoszpaHune cuctembl 3awimntbl MCMOH HauMHaeTes nocrne NoaroTOBKY CriedyoLmX JOKYMEHTOB:

1) yacTHas mopenb yrpos;

2) aKT OUEeHKM Bpeda, KOTOpbI MOXET ObiTb MPUYUHEH
cybbekTam MNaOx;

3) aKkT onpefeneHus ypoBHs 3aiuuiieHHocT MOH npu mnx
o6paboTke B ICTOH;

4) Mopenb 3aLnTbl N MHOW JOKYMEHT C COCTaBOM U CO-
Oep>XaHnem Mep rno o6ecrneyeHnto 6e3-
onacHoctu MNOH;

5) [OOKYMEHT, cofepxallmii B cebe onucaHue Bcex npu-
MEHSIEMbIX CPEACTB 3allMTbl M OpraHM3aLMOHHbIX Mep
(Heob6a3aTenbLHO).



I Kopn be3ormacHocTU

MoytoBbIn agpec: 127018, Poccusa, Mockea, a/s 55.

Appec oduca B Mockse: yn. bonbluas CemeHoBckas, . 32, cTp. 1.

Apnpec oduca B CaHkT-lNeTepbypre: Ceepanosckas Hab., . 44.

Ten.: +7 (495) 980-2345 (MHOrokaHanbHbI).

®dakc: +7 (495) 980-2345.

E-mail: info @securitycode.ru

3anpoc [onoNHUTENbHOW MHGOpMaUmMK 0 npoadykTax: info @ securitycode.ru
Mo Bonpocam CTOMMOCTU 1 MOKYMKM NPOAYKTOB buy @ securitycode.ru

Mo BonpocaM napTHepcTBa 1 coTpygHu4yecTBa info @ securitycode.ru

Bbl MOXeTe y3HaTb NOAPO6HYI0 MHAOPMaLMIO O NPOAYKTaxX Ha caiTe
www.securitycode.ru

O komnaHumn «Kop Be3zonacHocTu»

KomnaHusa «Kog BesonacHoCTn» — pOCCUNCKMIA pa3paboTymK NPorpaMMHbIX 1 annapaTtHbIX CPEACTB, 06eCneynBatoLLImMX
6€30MacHOCTb MHPOPMALMOHHBIX CUCTEM, @ TaKXe WX COOTBETCTBME TPEOOBaHMAM MEXAYHapOAHbIX U OTpacneBbiX
ctanpapToB. MNpoaykTtel «Koaa BesonacHoCTU» NPUMEHAKTCA AN 3aLUMTbl KOHOUAEHLUMANbHOW MHopMaLmm, Nnepco-
HanbHbIX faHHBIX, KOMMEPYECKO 1 rocyfapCTBEHHOW TaliHbl. «Kog BesonacHocTn» CTpemMuUTCs NpefocTaBUThb KIWEH-
TaMm KayeCTBEHHbIE peLleHVs Ans Nobbix 3aAa4 MHDOPMaLMOHHON 6€30MacHOCTU, Kak TPaAULMOHHBIX, TaK 1 MOABASAIO-
LLIMXCS B MpoLecce pasBUTUSA BbICOKMX TEXHOMOTMIA.




